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ABSTRACT

As complementary metal-oxide semiconductor (CMOS) technology continues to scale down
to ultra-deep submicron (UDSM) technology, the planar metal-oxide semiconductor field-
effect transistor (MOSFET) structure reaches its limit. As the channel length shrinks, the
gate no longer has full control over the channel which is not desirable. The subthreshold
leakage from drain to source increases as the impact over the lost control of the MOS gate
terminal, and further increase the total power consumption. To ensure the continuation of
CMOS scaling and to overcome the aforementioned issues, the new MOS structure which is
known as fin field-effect transistor (FinFET) is introduced. On the other hand, Physical
Unclonable Function (PUF) is a promising hardware-fingerprinting technology that can
exploit the intrinsic process variations of CMOS technology and manifest them into unique
and random binary responses. These responses can be used as a cryptographic key or device
specific identifier. Nevertheless, FInFET introduces an unknown impact of its process
variations towards the performance of a particular PUF. In this paper, the suitability of the
FinFET technology node for a PUF as a device-specific identifier or secret key is evaluated.
One of the memory-PUFs, known as static random-access memory PUF (SRAM-PUF) has
been used as a case study. Three different FinFET technology nodes which are 14-nm, 10-
nm, and 7-nm have been evaluated. Our findings show that the uniqueness and uniformity
of SRAM-PUF still hold, closely distributed at around an ideal value of 50%. The average
reliability under temperature variations of -40°C to 85°C is approximately about 98%. The
reliability of SRAM-PUF responses under the Vaa ramp-up time variations has no significant
impact although showing declining patterns at fast ramp-up time. It can be concluded that
FinFET technology shows no surprises on SRAM-PUF performances.
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1. INTRODUCTION

Physical Unclonable Function (PUF) has made its debut almost two decades ago and the research
in PUF continues to progress due to its promising as hardware fingerprinting solutions for a
trusted computing system. PUF exploits the intrinsic process variations during integrated circuit
(IC) fabrication. The intrinsic process variations embodied in the silicon chip acts as a random
function for a PUF which can uniquely map a set of challenges (given as C) to a set of responses
(given as R), known as challenge response pairs (CRPs). These CRPs are random and show a
device-specific property which can be applied in cryptographic key generation and IC
identification and authentication applications [1].
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Several PUFs have been proposed in the literature [2, 3]. Static random-access memory PUF
(SRAM-PUF) is one of the memory-based PUFs which categorized as a Weak-PUF due to
limitations in its CRPs [4, 5]. SRAM-PUF has attracts a lot of attention since it has an advantage of
low overhead cost in which the existing available on-chip SRAM in any computing systems can be
reused as a PUF [6]. Furthermore, the simple architecture of the SRAM cell which consists of
cross-coupled inverter and its vulnerability to the process mismatches has increased the wide
adoption of SRAM as PUF.

The notion of PUFs is first emerged on silicon chip using Taiwan Semiconductor Manufacturing
Company (TSMC) 180-nm complementary metal-oxide semiconductor (CMOS) technology node
[7]. Since then, PUFs have made tremendous progress and their development has been focusing
on using the conventional type of planar metal-oxide semiconductor field-effect transistor
(MOSFET). Fin field-effect transistor (FinFET) technology has been introduced to overcome
issues related to the short-channel effect in ultra-deep submicron (UDSM) technology such as
drain-induced barrier lowering (DIBL), threshold voltage (V) roll-off, and sub-threshold leakage
current. Nevertheless, the impact of its process variations on PUF functionality remains clueless
as lacking study on these subject matters [8-10].

Motivated by the impact of FInFET process variations towards the performance of PUF, the focus
of this paper is to analyse and evaluate the suitability of FinFET technology in PUF construction.
To achieve that, we have analysed three FinFET technology nodes which are 7-nm, 10-nm, and
14-nm using a predictive technology model (PTM). We used SRAM-PUF as a case study to evaluate
the performance of PUF using FinFET technology. The main contributions of this work are
highlighted below:

1. We study the FinFET 6-transistor (6T) SRAM cell behaviour as PUF using 7-nm, 10-nm,
and 14-nm technology nodes. We show that FinFET technologies have a significant
amount of randomness in its process variations which manifested in good uniqueness
and uniformity on SRAM-PUFs, close to an ideal value of 50%.

2. We study the reliability of SRAM-PUF under temperature variations of -40°C to 85°C. We
found that the reliability of SRAM-PUFs using 7-nm, 10-nm, and 14-nm FinFET
technology nodes is worst at -40°C with the reliability value in the range of 94% to 95%.
On the other hand, the impact of V4 ramp-up time variations on the reliability of SRAM-
PUF has no significant impact although showing declining patterns at fast ramp-up time.

The rest of the paper is organized as follows. Section 2 describes the background which related
to this work. Section 3 describes the methods used in this study. The experimental analysis and
results are presented in Section 4. Finally, conclusions are drawn in Section 5.

2. BACKGROUND
2.1 SRAM-PUF

Guajardo et al., [4] and Holcomb et al., [5] proposed SRAM-PUF about the same timeline whereby
they found out that existing SRAM architecture can be used as a PUF. Figure 1 illustrates the
typical 6-transistor SRAM cell which comprises of a cross-coupled inverter defined as MP1, MP2,
MN1, and MN2, and two access transistors defined as MN3 and MN4. The SRAM cells generate
unique and random start-up values (SUVs) after the power-up process that can be used as PUF
responses [11]. The transistors in SRAM cell experience Vi mismatches due to process variations,
assuming that Vi, of MP1 is higher compared to MP2. As the power supply rising to Vs value, the
current flows through the cross-coupled inverter and pulls up nodes Q and QB to Viq. The charging
rate of QB is higher than Q as the Vinupz < Vinmpi. Hence, as both nodes racing towards Vg4, the MN1
gets turn ON and pulls down the Q node. Eventually, as the power supply reaches V4, QB settles
at Vaq, and Q settles at 0 as depicted in Figure 2. The SUV differs from one to the other SRAM cells
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(i.e., within an SRAM) and across multiple SRAM blocks due to the random nature of process
variations. Hence, the SUV shows a device-specific feature which is an important characteristic to
be qualified as a good PUF.
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Figure 1. 6-T SRAM cell circuit
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Figure 2. SRAM cell internal nodes, QB and Q settling to 1’ and "0’

2.2 Related Work

Recent studies have been focusing on FinFET technology to construct new PUF architectures.
Zayed et al., [12] proposed a frequency divider ring oscillator PUF (FDRO-PUF) which was
implemented using North Carolina State University (NCSU) process design kit (PDK) and 20-nm
FinFET Predictive Technology Model (PTM) provided by Arizona State University (ASU). FDRO-
PUF aims for a low power PUF design as compared to the conventional RO-PUF, taking advantage
of low Vgq in FinFET technology. Elsewhere, Zhang et al., [13] evaluated flip-flop (FF) PUFs and
the test chip was fabricated at a commercial foundry using a 14/16-nm FinFET technology node.
The evaluation was carried out for different types of FF such as conventional D-flip flop (DFF),
Guard-Gate-based FF (GGFF), and Schmidt-Trigger-based FF (STFF). The study shows that GGFF-
based PUF has the best performance as compared to the other investigated FF-based PUFs. A few
more architectures based on FinFET has been proposed such as a novel speed/power optimized
hybrid oscillator arbiter PUF [14], a novel memory PUF concept of 2-bit-per-cell (2B/C) using 14-
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nm high-k metal gate (HKMG) FinFET [15], and a resistive random-access memory (RRAM) using
16-nm FinFET [16]. In another study, Yanambaka et al., [17, 18] proposed speed optimized hybrid
oscillator arbiter PUF based on doping-less transistor FET (DLFET) and the results were
compared with FinFET technology, both were using 14-nm technology node.

A few studies were focusing on SRAM-PUF based on FinFET technology. O’Uchi et al, [8]
developed an SRAM-PUF using a polycrystalline-Si channel (poly-Si) FinFET. The comparison has
been made against crystalline-Si FiInFET and the result shows that poly-Si FinFET offers a better
uniqueness and reliability performance on SRAM-PUF. In another study, a comparison of SRAM-
PUF quality and reliability between 28-nm planar MOSFET HKMG and 16-nm FinFET has been
evaluated [9]. The results show that 16-nm FinFET has promising randomness which offers
better quality for SRAM-PUF. Nonetheless, the impact of aging is marginally higher in 16-nm
FinFET as compared to 28-nm planar MOSFET. Elsewhere, Faragalla et al., [10] studied the impact
of process variations on SRAM-PUF by having a linear function systematic Vi and Gaussian
distribution random Vy, intra-die mismatches from 5% to 15% deviations. In our study, we will
focus on the impact of process variations on different technologies of FiInFET which are 7-nm, 10-
nm, and 14-nm technology nodes.

3. METHODOLOGY

An SRAM-PUF has been implemented using NCSU PDK and ASU PTM for 14-nm, 10-nm, and 7-nm
FinFET technology nodes. Only 2048-bit of SRAM were constructed, simulated, and evaluated in
this study, as it is prohibitive (i.e., time-consuming) to run a complete SRAM memory architecture.
A Monte Carlo simulation is used to simulate the intrinsic variations of FinFET devices. Figure 3
illustrates the structure of a FinFET device. According to [19], the line edge roughness (LER) has
a significant impact on the FinFET gate length variations. LER fluctuates the length (L) and the
width (tfin) of the FInFET devices. Therefore, in our study, we set the standard deviation of L and
tfin to be 30 = 10% of the nominal value of each parameter as described in [19]. The process
variations of 100 SRAM instances were modeled using a Monte Carlo simulation. The simulation
was performed at a temperature 25°C and a nominal supply voltage, unless otherwise stated. The
nominal values for the FInFET technology used in this study are listed in Table 1. To generate the
random SUVs of SRAM cells, the supply voltage has to be ramped-up at a certain time. In this
study, 1ms of ramp-up time of the supply voltage has been set throughout the simulation, unless
otherwise stated. It is important to note that the sources of noise such as thermal noise, flicker
noise, etc. have not been considered in this study.

Table 1. Nominal parameters for the nFET and pFET devices
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Parameter FinFET technology nodes
14-nm 10-nm 7-nm
Gate Length, L (nm) 18 14 11
Fin Thickness, tfin (nm) 10 9 7
Fin Height, hfin (nm) 23 21 18
Supply Voltage, Vaa 0.8 0.75 0.7
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Figure 3. [llustration of a FInFET device

4. SIMULATION RESULTS AND ANALYSIS

The relevant simulation and analysis are discussed in this section based on the described
methodology in Section 3. Further, the performance of SRAM-PUF such as uniqueness, reliability,
and uniformity are quantified according to [20].

4.1 Static Noise Margin of SRAM-PUF

Static noise margin (SNM) is a metric to quantify the SRAM cell stability to retain the stored value
in a bit cell during reading mode when the access transistors are ON (i.e., read SNM or RSNM) or
in a hold mode (i.e., hold SNM or HSNM) [21]. An SNM of SRAM cell is defined as the minimum DC
noise voltage that an SRAM cell can tolerate without flipping its state. The voltage transfer
characteristic (VTC) curves of a cross-coupled inverter or also known as butterfly curve is used
to determine the SNM. To compute the SNM, the largest square enclosed between two VTCs of a
cross-coupled inverter first has to be found. Subsequently, the side length of this square is
measured which represents the SNM. Two SNM values were yielded from SNM characterization,
namely SNM1 and SNM2; therefore SNM = min (SNM1, SNM2). The characterization of RSNM and
HSNM for 7-nm FinFET technology node is illustrated in Figure 4 when the word line (WL) is ‘1’
and ‘0’, respectively.

Table 2 summarized the HSNM and RSNM for three different FinFET technology nodes. The
characterization of SNM is to determine the optimum transistor sizing of a 6-T SRAM cell. nj, is
referring to the number of fins which determine the width (W) of a FinFET transistor. W is
computed as ngnx (2 x hpn + tin). PD and PU are referring to pull-down and pull-up transistors
which consist of MN1 and MN2, and MP1 and MP2, respectively. Whereby, PA is referring to the
access transistors, MN3 and MN4. Based on the results in Table 2, sizing of nsnep = 2, nainpy = 1, and
nfnpa = 1 shows the optimum HSNM and RSNM for PUF applications. During the power-up of
SRAM-cells, only the PU and PD transistors are involved, and these transistors must be able to
retain the SUVs. The SRAM cell size is used throughout all the analysis in this study. It is also worth
noting that the SNM patterns are consistent for three different FinFET technologies.
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Figure 4. SNM of 6-T SRAM cell for 7-nm FinFET (a) HOLD SNM measurement, WL=0 and
(b) READ SNM measurement, WL=1

Table 2. Sizing ratio for optimum read and hold SNM of a 6-T SRAM cell

Nfin 7-nm 10-nm 14-nm
HSNM RSNM
PD | PU | PA | HSNM (mV) | RSNM (mV) | HSNM (mV) | RSNM (mV) (mV) (mV)
0.3059 0.1280 0.3281 0.1365 0.3580 0.1550
0.3031 0.1509 0.3246 0.1695 0.3556 0.1930
3 1 1 0.3000 0.1647 0.3213 0.1893 0.3525 0.2157

4.2 Uniqueness

The uniqueness is an important parameter to ensure the PUF functions as expected and its
uniqueness close to an ideal value. When a challenge C is applied onto m similar types of PUFs,
each PUF generates n-bit of response. Therefore, the ability to distinguish a PUF from m similar
types of PUF is measured using Inter-hamming distance (Inter-HD), and it is given as in Eq. (1)
where i and j represent two PUF instances under evaluation.

& & HD (Ri(n), Ri(m))

n

2
Inter-HD = ———— X 100% (1)
m(m—1)

i=1 j=i+1

350



International Journal of Nanoelectronics and Materials
Volume 14, No. 4, October 2021 [345-356]

400
g 300
g
Q
3
S 200
oy
5
=
o
g
= 100
0 | " ! |
0 0.2 0.4 0.6 0.8 1

HD (normalized)

Figure 5. Uniqueness of 128-bit key for 100 SRAM-PUF instances implemented using 7-nm FinFET
technology node

The uniqueness is evaluated for 128 SRAM cells for each of SRAM-PUFs, such that 128-bit is used
as a cryptographic key or unique identifier. Figure 5 illustrates the uniqueness distribution,
computed using Eq. (1), of the 128-bit key for 100 SRAM-PUFs which were implemented using 7-
nm FinFET technology. Ideally, the uniqueness should be distributed around 50% with a very
small standard deviation. The value of uniqueness and standard deviation for 7-nm, 10-nm, and
14-nm FinFET technology nodes are summarized in Table 3. As can be seen, the uniqueness is
close to an ideal value of 50%, with a small standard deviation for three different FinFET
technology nodes. A 50% uniqueness indicates that for a challenge applied to two or more SRAM-
PUFs of a similar type, one SRAM-PUF will produce a response of about 50% unique as compared
to the other SRAM-PUFs.

Table 3. Uniqueness

Technology Uniqueness (%) Std. Deviation
7-nm 50.08 4.36
10-nm 50.09 4.35
14-nm 50.09 4.34

4.3 Impact of Temperature Fluctuations

The ability of a PUF to reproduce the same response (i.e., applied with the same challenges) when
the PUF is subjected to the environmental fluctuations such as temperature and supply voltage is
measured using Intra-HD and it is given as:

Intra-HD = x 100% (2)

1 < HD (Ri(n), R ()
L5
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Based on Eq. (2), the PUF reliability can be computed, and it is defined as:
Reliablity = 100% — Intra-HD (3)

where i represents PUF under evaluation which generate n-bit response, Rij(n) at nominal
temperature and supply voltage, R’;j(n) is the response at different condition (i.e., temperature
and/or supply voltage), and m is the number of samples. According to [6, 22], the impact of the
variations in the final value of the ramped-up voltage on the reliability of the SUVs is negligible.
Therefore, only the temperature variations are investigated in this study. The reliability of 100
SRAM-PUFs is evaluated over the temperature range from -40°C to 85°C for 7-nm, 10-nm, and
14-nm FinFET technology nodes. These temperature variations were assumed for consumer-
grade IT products following the method described in [23]. A nominal condition, Vg (see Table 1)
and 25°C is used as a reference condition which explains the reliability value of 100%.
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Figure 6. Reliability of 100 SRAM-PUFs subjected to temperature variations of -40°C to 85°C

By using Eq. (2) and (3), the reliability of 100 SRAM-PUFs under temperature variations of -40°C
to 85°C is computed and illustrated in Figure 6. It is observed that for all three FinFET
technologies, the reliability is worst at a very low temperature, -40°C which is in the range of 94%
to 95%. The reliability of the SRAM-PUF response is slightly dropped at 85°C, approximately of
about 98%. The impact of temperature on FinFET has been studied in [24], and the results show
that Vi, decreases as the temperature increase, while also decreasing the mobility, and vice versa.
These two effects due to temperature may counteract during power-up and cause the unreliable
response (i.e., bit error) of SRAM-PUF. The secret key must be free from errors to use an SRAM-
PUF for cryptographic key application. The error-correction code (ECC) is required to generate a
100% reliable cryptographic key from SRAM-PUFs [6]. As the bit error rate of SRAM-PUF
increases, the complexity of the ECC block increases resulted in an increase in the area overhead.
This can be seen as a drawback for resource-constrained security devices. Nevertheless, from our
study, the average reliability for 7-nm, 10-nm, and 14-nm FinFET technology nodes under
temperature variations of -40°C to 85°C is considerably good, which is about 98% and requires a
small area of ECC.
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4.4 Impact of V4e Ramp-up

The supply voltage ramp-up time may have an impact on the reliability of SRAM-PUF responses.
The ramp-up time is defined as the required duration for the power supply circuit to achieve a
desired Vyq value from 0V. These variations might be caused by the inefficiency of the power
supply circuit. A measured response at a nominal condition, Vg (see Table 1) and 25°C with ramp-
up time at 1ms has been used as a reference condition. Other measured responses are compared
against the reference condition. The ramp-up time is varied from 50us to 5ms. Figure 7 portrays
the reliability of SRAM-PUF responses under the ramp-up time variations at a temperature of
25°C and nominal Vg for 7-nm, 10-nm, and 14-nm FinFET technology nodes. Overall, the
reliability of SRAM-PUF responses under the ramp-up time variations shows no significant
impact. Disregarded the noise might be one of the factors that lead to this finding [22, 25].
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Figure 7. Reliability of 100 SRAM-PUFs subjected to different Vas ramp-up time at nominal Vaz and 25°C
temperature

4.5 Uniformity

The uniformity measures the proportion of 0‘s and 1‘s in the response bits of a PUF. A balanced
number of 0‘s and 1‘s indicates the randomness in the response. Therefore, ideally, the uniformity
must be distributed at 50% with a very small standard deviation, similar to the uniqueness. The
uniformity is evaluated using hamming weight (HW) and it is given as:

m
1
Uniformity = — nz Z 1;; X 100% (4)

n
i=1j=1
where rj; is the j-th binary bit of an n-bit response from a PUF i, for a total of m PUFs. Figure 8
depicts the uniformity distribution of 128-bit key for 100 SRAM-PUFs which were implemented
using 7-nm FinFET technology, computed using Eq. (4). The value of uniformity and standard
deviation for 7-nm, 10-nm, and 14-nm FinFET technology nodes are summarized in Table 4. As
can be seen, the uniformity is close to an ideal value of 50%, for three different FinFET technology
nodes. The small standard deviation indicates that the spread of the uniformity is centred around
50% of its mean value.
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Figure 8. Uniformity of 128-bit key for 100 SRAM-PUF instances implemented using 7-nm FinFET
technology node

Table 4. Uniformity

Technology Uniformity (%) Std. Deviation
7-nm 50.00 3.99
10-nm 50.03 3.77
14-nm 50.02 4.00

5. CONCLUSION

As the planar MOSFET reaches its scaling limit, the FInFET technology is introduced to further
continue the CMOS scaling and fulfill Moore’s law. In this study, the hardware security primitive,
known as PUF, has been implemented using 7-nm, 10-nm, and 14-nm FinFET technology nodes,
and the impact of their process variations towards the PUF performance is investigated. Our
findings show that the uniqueness and uniformity of SRAM-PUF responses are distributed close
to an ideal value of 50%. The average reliability of SRAM-PUF for three different FinFET
technology nodes under temperature variations of -40°C to 85°C is approximately about 98%.
The worst reliability is observed at -40°C, in the range of about 94% - 95%. The impact of Vi
ramp-up time variations is also studied. The result shows less impact on the reliability of SRAM-
PUFs which might be caused by disregarding the noise. Overall, it can be concluded that 7-nm,
10-nm, and 14-nm FinFET technology nodes show no surprises on SRAM-PUF performances.
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